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HOACHUTEJIBHAS 3AITMCKA

CucreMHO€ aJIMUHUCTPUPOBAHUE — ATO MPOIIECC YNPABICHUS, TEXHUIECKOTO
OOCITyXKMBaHUSI M TPOBEACHUS JPYTUX TEXHUUECKUX M aJIMUHUCTPATUBHBIX
MEPONPUIATHIA, HANpaBJICHHbIX Ha MOAJEpKaHue HH(OPMALMOHHONW CUCTEMBI B
paboveM COCTOSTHUMU.

VYuuTbiBass  CIOKHOCT M MHOrooOpasue KOMIBIOTEPHON  TEXHUKH,
CTAaHOBUTCS MOHATHBIM, YTO 3aHUMAThCSI CUCTEMHBIM a/IMUHUCTPUPOBAHUEM MOKET
TOJILKO CHEIHAIUCT, 00IaJaronii HeOOXOIUMBIMHA 3HAHUSIMHA U HAaBBIKAMH.

B o06s3aHHOCTH J1000r0 CUCTEMHOTO aJIMMHHUCTPATOpAa BXOAUT pEUICHUE
OOJBIIOTO KOJUYECTBA Pa3HOOOPA3HBIX 3a/ad, MPHU3BAHHBIX «OOJETYUTH KU3HBY
KaKk €My camMoOMy, TaK W TOJb30BaTelsiM. 1o, ¢ 4yeM MNpPUXOIUTCS CTaJKHWBATHCA
MOCTOSIHHO, — MOHHUTOPHHI CEPBEPOB WM OTHAEIbHBIX IPOILIECCOB, PE3EPBHOE
KonupoBaHue 0a3 JaHHBIX, MPOCMOTP JIOTOB C TMOCJIEIYIOIIeH BBIOOPKOIL
HeoOXoauMol  uH(pOpMaluy, HACTpOMKAa M  COBEPIIEHCTBOBAHHE CHCTEMBI
UH(}OPMaALIMOHHON O€30MMaCHOCTH, 3aBEJCHHUE U PEAAKTUPOBAHUE MOJIb30BATEIbCKUX
YUETHBIX 3alucei u T. .

HanpagJieHHOCTH POrpamMMBlI

[IporpaMMa HMMeeT HMHKEHEPHO-TEXHUYECKYIO HANpaBIEHHOCTh, B CBSI3H C

9THUM PACCMATPUBAIOTCA CICAYIOIMHUE ACIICKTbI U3YUYCHU !

1. Texnonornueckuid. ConepkaHue NPOrpaMMbl PACCMATPUBAECTCA Kak
cpenctBo  (opMHpOBaHHS ~ 00pa30BATENBHOIO  MOTEHLMANA,  I[1O3BOJISIOIIETO
pa3BuBaTh HauOoJiee TEpPEAOBbIE HA CETOJHSIIHUN JIeHb TEXHOJOTUH —
uH(pOpMaIMOHHBIC, MHTETPUPYIOIIME B cede HayKy, TEXHOJOTHIO, HH)XCHEPHOE

ACJI0.

2. OO61u1epa3BUBAIOIIUIA. OOyueHue 1O JaHHOW MpoTrpaMMe CO3/aeT
OJIarompuATHBIE YCIIOBUA JUISi MHTEJUIEKTYaJbHOTO M JIYXOBHOT'O BOCIUTAHMUS
JUYHOCTU pebenka, COLIMAIbHO-KYJIBTYPHOTO u npoeccuoHaIbHOTO
CaMOOTIPE/ICJICHUS, Pa3BUTHSA TO3HABATEIBLHONM AKTUBHOCTU M  TBOPYECKOMU

caMopcain3aln ydalnuxcs.



3. O6meobpazoBarenbubliii. CoaepxaHue MPOrpaMMbl PacCMaTpPUBAETCS
KaK CpEJCTBO pa3BUTHS OCHOBHBIX I[I03HABATENIBHBIX MPOIECCOB, YMEHUS
aHAJIM3UPOBATh, BBISBISITH CYITHOCTH W OTHOIIICHUS, ONMUCKHIBATH TUIAHBI JCHCTBHIA U
JeNaTh JIOTHYECKHUE BBIBOJIbI, ONMHUPAsCh HA TaKUE JUCIHUIUIMHBL, KaK TEOPHS

yIpaBJICHUS], IPOTPAMMUPOBAHUE, TEOPUS HH(DOpMAIUH.
AKTYaJIbHOCTH IIPOrPaMMbI

AKTyaapHOCTh JTaHHOW IPOTrpaMMblI COCTOUT B TOM, YTO HAa CErOJHSIIHUN
JIEHb NpPaKTUYECKH B JIO00M cdepe NeATeNbHOCTH CYLIECTBYET ONpPEIeTIEHHBIMN
00BEM 3a7ay, JJIs ONEPATUBHOIO BBINOJIHEHUS KOTOPBIX HEOOXOAMMO COEIMHEHHE
BCEX KOMITBIOTEPOB B €IMHYIO JIOKAIbHYIO ceTh. M OHA JOmKHA (PYyHKIMOHUPOBATH
oueHb 4E€TKO. B mpoTHBHOM ciyyae BO3MOXKHBI MOTEPU MH(POpPMALIUU, 3aMEJICHHUE
WIM TI0JHas OCTaHoBKa oOMeHa jaaHHbIMM. Ilosromy Hactpoiika ceTH,
oOCiTy’KMBaHHE W aJMUHHCTPUPOBAHUE JIOKAIBHON CETH SBISAIOTCA aKTyaJbHBIMU
3aJlayaMy HacCTOSIIIET0 BPEMEHH.

JlaHHas mporpaMma JaeT BO3MOYKHOCTD JIETSIM TBOPYECKH MBICIUTh, HAXONUTh
CaMOCTOSITENIbHBIE MHAUBUyaJIbHbIE PELICHUS, a IOJIYYECHHBIE YMEHUS U HAaBBIKU
NPUMEHATh B KM3HHU. Pa3BuUTHE TBOpUYECKHX CIOCOOHOCTEH MOMOTaeT TaKke B
po(eCCHOHAIBHON OPUEHTALUU MTOJAPOCTKOB.

HoBu3Ha nporpammbl

HoBu3Ha mnporpamMMbl COCTOMT B TOM, 4YTO OHAa YYHUTHIBAET HOBBIC
TEXHOJOTHYECKHE YKIIaJbl, KOTOpbIe TPeOYIOT HOBBIN CIIOCOO MBIIUIEHUS U TECHOTO
B3aUMOJICMCTBUS IIPU IOCTOSSHHOM ITOBBIIIEHHHM YPOBHS MEXIMCLUIUIMHAPHOCTH
IPOEKTOB, a TAKXKE MCIIOJIb3YET HOBbIE (POPMBI JUATHOCTUKHU U MOJIBEIECHUS UTOTOB
peain3alnyy MporpaMMbl, BBIIOIHSIEMBIE B (pOpMaTe 3alUThl IPOEKTOB.

B ocHoBy mnporpamMmbl «CHCTEMHOE aJIMHHHCTPUPOBAHUE)  3AJI0XKCHBI
IIPUHLNIBI TPAKTUYECKOM HAIIPABIECHHOCTH, KypC OpPUEHTUPOBAaH HAa M3Yy4YEHUE U
BBITIOJTHEHUE KOHKPETHBIX 33/1ad M0 OpraHu3aluu JeUCTBYIONIEH HH(POPMaIIMOHHOM
uH(ppacTpykTypsl "c Hynq".

Leau nporpaMmal:



® HU3y4YUTH OCHOBHBIX IMIPUHIOUIIOB )41 MCTOJ0B YIIPaBJICHUA

I/IH(I)OpMaHI/IOHHBIMI/I CHUCTECMAaMU U CCTAMU,

® arb INpPEACTAaBICHHE O 3aJadax, KOTOpPbIC BCTAKOT IEpeH CHCTECMHBIM
AIMUHHUCTPATOPOM, 00 aBTOMaTu3anun, CO3JaHuHu 1 H&CTpOﬁKe CCTH, oOecrneyeHN

3alIUTBI 1 BOCCTAHOBJICHHA JAHHBIX, O IUArHOCTUKE U pCMOHTC O60py}10BaHI/IH;

* MO3HAKOMHUTH C TpUEMaMH aJIMUHHUCTPUPOBAHUS KPYIIHBIX CETEH,
[EHTPAIM30BAaHHOTO YIPaBICHUU M Pa3BEPThIBAHUS HHPPACTPYKTYpbl Ha 0aze
nomena Windows, HayuuTh paboTe ¢ miaarpopMaMu BUPTYyaIU3alllK, PaCIIMPEHHBIM
BO3MOXXHOCTSIM aBToMatu3anuu npu nomomu PowerShell u nmoznakomuts ¢ OC
Linux;

* MO3HAKOMHUTH C OOJAYHBIMU CEpPBUCAMH, MOOWJIBHBIMH ILIaT(OpmMamu,
MHTErpalliel B TETEPOreHHBIX Cpellax W MPUHIMIAMU COCTABJIECHUS TEXHUYECKOM
JTOKyMECHTAITUH.

3aoauu:

Oopaszosamenvhule:

* O3HAKOMHTH OOYYAIONIUXCS C TPUHIHMIIAMH paboOTHl B cpeme, Tae
UCIIONIB3YIOTCS CETEBBIE YCTPOMCTBA W  CICIHAIM3UPOBAHHOE MPOTPAMMHOE
o0ecrneveHue;

* (OpPMHUPOBAHHMIO HABBIKOB PEIICHHUS TUIIOBBIX 3a/lady pa3BEPTHIBAHUS U
TEXHUYECKOTO COMPOBOKICHUS MAJION CETH MPEINPHUATHUS UIH €€ PparMeHTa;

* MO3HAKOMHUTH C MHOTOOOpa3WeM TEXHOJIOTMM M METOJOB, UCIOJIb3yEeMbIX
JUISL  CO3JaHUsl W yIpaBjieHUss HWH(QOpMaMOHHOW HMHGPACTPYKTYpOH YpOBHS
MIPEANPUSITHS;

* (opMHPOBATH U Pa3BUBATh HABBIKH ITyOJIMYHOTO BBICTYILICHUS.

Bocnumamensnoie:

* BOCIHTATh MOTHUBAIMIO YYAIIUXCA K H300pETaTENhCTBY, CO3JIaHHUIO
COOCTBEHHBIX MHKCHEPHBIX U MPOTPAMMHBIX pean3aInii;

* MPUBUTH CTPEMJIEHWE K TIOJYYEHHIO KAaueCTBEHHOIO0 3aKOHYEHHOTO

pe3yJibTaTta B MPOCKTHOM JAESTEILHOCTH;



* NPUBHUTH HHPOPMAIMOHHYIO KYJIbTYpPY: OTBETCTBEHHOE OTHOIICHHE K
uH(pOpMAIIMK C yYeTOM MPABOBBIX M ITHUYECKUX AaCIEKTOB €€ pacrpoCTpaHEHUs,
M30UpaTEIHLHOTO OTHOIICHHS K TTOJIyYeHHOU HH(OpMAIUK;

* (opmupoBaTh TMOTPEOHOCTH B CAMOCTOSATEIBHOM MPUOOPETEHUH U
MPUMEHEHUU 3HAaHUM, TOTPEOHOCTH K MOCTOSSHHOMY CaMOPa3BUTHIO;

* BOCHUTBHIBATH COLMAIBHO-3HAYMMBbIE KauecTBa JIMYHOCTU 4YEJIOBEKa:
OTBETCTBEHHOCTh, KOMMYHHMKa0O€IbHOCTh, JOOPOCOBECTHOCTh, B3aUMOIIOMOIIIb,
T00pOKETATETHHOCTD.

Pazeusarowue:

* CIOCOOCTBOBATHh PAa3BUTHIO HABBIKOB AJNTOPUTMUYECKOTO M JIOTMYECKOTO
MBIIUICHUSI, TPAMOTHOM pa3pabOTKU MPOrpaMm;

* CcrocoOCTBOBATh MPUOOPETEHUIO HABBIKOB MOMCKAa HH(GOPMALMH B CETH
WNutepHeT, aHanu3 BbIOpaHHOW MWHGOpPMAIMM HAa COOTBETCTBUE  3aIlpocy,
MCIIOJIb30BaHKE UH(POPMAIUU TIPU PEILICHUH 3a]1a4;

* pa3BHBaATh TO3HABATEIbHBIE CIIOCOOHOCTH pPEeOCHKa, MaMsITh, BHUMaHUE,
MPOCTPAHCTBEHHOE MBIIIJIEHUE, aKKYPAaTHOCTh 1 M300PETaTEIbHOCTD;

* (hopMHUpPOBATH TBOPUYECKUM MTOAXO/ K TTOCTABJICHHOM 3a]1a4€;

* pa3BHUBaTh HABBIKM WHXEHEPHOI'O MBIIUICHUS, YMEHUs paboTaTh Kak IO
MPEAJIOKEHHBIM UHCTPYKLHUSM, TaK U HAXOJIUTh CBOM COOCTBEHHBIE MyTU PEIICHUS
MOCTaBJICHHBIX 33]1a4;

* pa3BuBaTh HaBBIKK YQ(HEKTUBHOU ESITEIHHOCTH B IIPOCKTE;

* pa3BHUBaTh CTPECCOYCTOMUYMBOCTD;

* pa3BHBaTh CHOCOOHOCTH K CAMOAHAIU3Y, CAMOIIO3HAHUIO;

* (opMupoBaTh HABBIKH PEPICKCHBHOMN ACATEILHOCTH.

OtinuynTe/ibHbIe 0COOEHHOCTH MPOTrPAMMBI

[Iporpamma npeaHa3HaueHa [Jis Y4YalIMXCS, MPOSIBISIOMIMX IOBBIIIEHHbBIN
MHTEpeC K HMHPOPMALMOHHBIM TexHoyorusM. [IporpaMma mMeeT MNpPaKTUYECKYIO
HaIPaBJICHHOCTh C OpPUEHTAllMeld Ha peajbHble MOTPEOHOCTU, COOTBETCTBYIOIIUE

BO3pacTy yUYEHHKA.



[Iporpamma «CucreMHOE aAMUHUCTPUPOBAHUE) MIPEANOIATa€T BO3MOKHOCTh
ydacTusi 00yJaronuxcsi B COPEBHOBAHUSX, OJIMMIIMANAX U KOHKypCax, TaKMX Kak
«CereBoe u cucteMHoe aaMmuHHcTpupoBaHue» JuniorSkills um  WorldSkills,
Bcepoccuiicknii KOHKYpPC HIKOJIBHBIX MHTEPHET-TIPOEKTOB «KiacCHBI MHTEpPHETY,
Bcepoccuiickuii KOHKYpC Hay4dHBIX paboT mkoJbHUKOB «HOHMOPY, Beepoccuiickmii
KOHKYPC TMpOeKTOB B cdepe BbicOKUX TexHoJoruil «IT-mmpopbiBy, OTKPHITHIMA
PETHOHABHBIN KOHKYPC KOMITBIOTEPHOTO TBOpUuecTBa «Master-1T».

Kateropus o0y4yaromuxcs

[Iporpamma mpenHazHadueHa Uisi  JAE€TEW, MPOABISIONIMX HHTEPEC K
nH(pOpMaAITMOHHBIM TEXHOJIOTHUSIM, CTPEMSIIUMCS K CaMOpAa3BUTHIO,
poQEeCCHOHATIBHOMY CaMOOIPEICIICHUIO.

Bo3pact o0yuaromuxcsi: 13 — 17 ner.

HanoansiemocTs rpynnbl: 12 yenosexk.

Cocras rpynmnsl: pa3HOBO3PACTHOM.

YciaoBusi mnpuemMa JeTeil: Ha KypChl MPOrpaMMbl  3a4UCISIIOTCS  BCE
JKeJarolue Mpu HATMYUA CBOOOTHBIX MECT.

Cpok peanu3anuu nporpamMmmsi: 1 roa.

CTpyKTypa nNporpamMmai:

JlaHHBII KypC COCTOUT U3 CEMH OJIOKOB C OOITMM KOJIMYECTBOM YacoB — /2

OxpaHna Tpy/Jla ¥ TEXHUKa O€30MacHOCTH.
Y CcTpONUCTBO KOMITBIOTEPA.

[IporpammHuoe o0ecriedeHrne KOMIbIOTEpa.

1

2

3

4. CucreMHOE aJIMUHUCTPUPOBAHMUE.

5. CereBble TEXHOJIOTUU U 000pYI0BaHUE.

6. CereBoe aIMUHUCTPUPOBAHHUE.

/. MopenupoBaHuE€ KOMITbIOTEPHBIX CETEH.

®opma peaju3alluM NPOrpaMMbl — OYHasg C MCHOJIB30BAHUEM
AIEKTPOHHOIO 00YYEHUSI.

ITon 3JIEKTPOHHBIM oOpa3zoBaHuEM MMOHUMAETCS peanu3anus

oOpa3oBaTeNbHBIX  MPOTPAaMM  C  HWCIOJIb30BaHMEM  WH(OOPMAIIMOHHO -
6



0o0pa3oBaTeNbHBIX PECYpPCOB, MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHUH,
TEXHUYECKUX CPEJCTB, a TaKke MH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH,
oOecreunBalOIINX Mepeaayy HHPOpMaImOHHO-00pa30BaTEIbHBIX PECYPCOB U
B3aMMO/ICHCTBUE YUaCTHUKOB 00Pa30BaTEIbHOTO TPOCTPAHCTRA.

@OopMbl OpPraHu3anUH J1eATeJTbHOCTH 00yYAOIINXCS

[Ipy wu3ydyeHHMHM TeM MporpamMma MPEeayCMAaTPUBAET  HUCIOJIb30BaHUE
(GpOHTANIbHOM, WHAMBUIYAJIbHOW U TpyNnoBod QopMbl y4eOHON pabOThI
00yJaronmxcsl.

[Ipu opranuzanuu 3auaTuil Mo Kypcy «CUCTEMHOE aIMUHUCTPUPOBAHUEY JJISI
JOCTIDKCHUSI TIOCTABJICHHBIX IIEJIE W 3a/Jad HCIOJIB3YIOTCS (OPMBI MPOBEACHUS
3aHATHI C aKTUBHBIMU METOJIAMH O0YUYCHUS

— 3aHATHE B (JopMe MPOOIEMHO-TIOMCKOBOU JICSITEIIBHOCTH;

— 3aHSTHUE C UCIIOIb30BAHUEM MEXKIPEIMETHBIX CBSI3EH;

— 3aHATHE B (JopMEe MO3rOBOTO MITYPMA;

— 3aHsATHE B OPME YaCTUUHO-TIOMCKOBOU ESATEIHLHOCTH.

Metoasl 00yueHust

OCHOBHBIM METOJIOM OOYYEHHS SIBJISIETCSI METO]T TPOCKTOB.

KitoueBbIM  271IeMEHTOM OOYyYEHHS! SBISETCS TPOEKTHAas JeATEIbHOCTD,
KOTOpasi OpUEHTHPOBaHA HA UCIOJIb30BAaHUE 3HAHWM, YMEHHUU U HAaBBIKOB,
MOJIyYEHHBIX B X0/€ OOy4YeHHMs, JJIsi MOCTAHOBKHU M PEIICHUS MPAKTHYECKUX 3ajad,
KOTOpbIE HOCSAT MPUKIAAHONW xapakTep. OHa MO3BOJISIET yYalllUMCSI y4acTBOBAaTh B
CO3JJaHUM KOHKPETHOTO pe3yjbTaTa U HAyuyuThCcs paboTarh B  YCIOBHUAX
OTPAaHUYECHHOTO BPEMEHHU, MOJ PYKOBOJCTBOM 3aKa3uuKa, MPE3EHTOBATh MPOEKT, a
TaKxke 00pecTu HaBbIKU MPO(HECCUOHATBHON KOMMYHUKAIIUHA C KOHTPareHTaMu.

Tunbl 3aHATHI: TEOPETUYECKHE, MPAKTUYECKUE, KOMOUHUPOBAHHBIE,
KOHTPOJIBHBIE.

Pexkum 3aHsATHI: 1Ba Yyaca 1o | pa3y B HEAEMIO.

O:xuaembie pe3yJbTaThl



OCHOBHBIM  pe3yJIbTaTOM OOY4YEHHS SIBISICTCS  JIOCTUKEHHUE BBICOKOMU
UH()OPMAIITMOHHO-KOMMYHHUKAIIMOHHOW KOMIIETEHTHOCTH y4allerocss B 00JacTu
CHCTEMHOI0 aIMUHUCTPHUPOBAHUA.

B pesynpTare OCBOGHHMS MpPOrpaMMbl OOYyYaIOIIMICSA JIOJDKEH MPHOOpECTH
CJIEYIOIINE 3HAHUS, YMEHHS U HABBIKU:

3Hamb:

v/ mpaBuiia paboThI C KOMITBIOTEPOM M TEXHUKY O€30IIaCHOCTH;

v/ 00lIuye IPUHIIMITEI TOCTPOEHUS CETEH, CETEBBIX TOIOJIOTHH, TpeOOBaHMI K
KOMIIBIOTEPHBIM CETSAM;

v/ TIPUHIMIIBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKATBHBIX CETEH;

v/ OCHOBHBIC HallPaBICHHS AMHUHUCTPUPOBAHHUS KOMIIBIOTCPHBIX CETEH;

v/ TEXHOJOTrHI0 6€30MacCHOCTH, IIPOTOKOIOB aBTOPU3AIIH,
KOH(HIEHIIMATILHOCTH U 0€30MMaCHOCTH IPU pabOTE C CETEBBIMU PECYpPCaMUu;

v/ apxuTekTypy u GYHKIHH CHCTEM YIPABICHHS CETSIMH, CTAHAAPTHI CHCTEM
yIIpaBJICHHUS;

v/ npuHImIe 5)HEKTHBHOM OpraHu3alliy MOoApa3AeIcHHI TEXHUIECKOM
MOJIJICPKKU MTOIB30BATENIEN U KIIMEHTOB;

v/ TEXHHKY BEIECHHS IPOEKTHOM IEATEILHOCTH M IIPUHIIUIIOB TaiM-
MEHEKMEHTA;

ymeno:

v/ paborarh ¢ mHpOpMaIEl: HAXOAUTh C MPUMEHEHHEM IIPaBHJ [TOMCKA B
KOMITBIOTEPHBIX CETSAX, OLEHMBATh W MCHOJIb30BaTh MUHGOPMAIUIO U3 Pa3TMUYHBIX
HMCTOYHUKOB;

v/ TIPOEKTHUPOBATH JIOKAILHYIO CETh, BEIOUPATH CETEBBIE TOIOJIOTHH;

v/ HCHonp30BaTh ~ MHOTO(YHKIMOHAIBHBIC  MPHOOPHI ~ MOHHMTOPHUHTA,
MpOrpaMMHO-aNIapaTHBIE CPEACTBA TEXHUUECKOTO KOHTPOJIS JJOKAIBHON CETH;

v/ aJMHUHHUCTPUPOBATH JIOKAIbHBIC BHIUUCIIUTEIILHBIC CETH;

v/ TpUHUMATH MEPBI [0 YCTPAHCHUIO BO3MOXKHBIX COOCB;



v/ obecreunBaTh 3alIUTy [pU  MOJKIIOYCHUH K  HH(POPMAIMOHHO-
TEJIEKOMMYHUKAMOHHOM ceTn «/IHTepHeT»;
v/ CaMOCTOSTENILHO CTaBUTh U (POPMYITUPOBATH JIJIsl CeOsI HOBBIC 3a/1a4H,

pasBUBATh MOTHUBBI CBOEH MO3HABaTEIbHOMN ACATCIBbHOCTH,

v/ CaMOCTOATENBLHO IIJIAHUPOBATH ITYTH PEIIECHHS TOCTABICHHOMN MPOOIEMBI
ISl ToJTy4eHus 3 PEeKTUBHOrO pe3ynbTara;

v/ KpUTHYECKH OLIEHHBATH MPABUIILHOCTD PELICHUS yu4eOHO-
HCCIIeI0BATEIbCKOMN 3a71a4H;

v/ OpraHu30BBIBaTh Y4EOHOE COTPYAHUYECTBO M COBMECTHYIO JEATEIBLHOCTD C
YYHUTEJIEM U CBEPCTHUKAMHU B MIPOIIECCE MPOSKTHON U y4eOHO-HCCIIeI0BATEIbCKOM
JeSITEILHOCTH

o01a0amov HABLIKAMU:

v/ HCCIenoBaTeNbCKOM, MPOSKTHON M COLMAIBHON IeATEIbHOCTH, CTPOUTH

JIOTHYECKOE JIOKA3aTEIbCTRO;

v/ TIPOEKTUPOBAHHUS apPXUTEKTYPHl JIOKAILHOM CETH B COOTBETCTBHU C
MMOCTaBJIICHHOU 3aJ1aucH;

v/ YCTaHOBKHU M HAaCTPOMKH CETEBBHIX IPOTOKOJIOB U CETEBOr0 00OPYI0BAHUS
B COOTBETCTBUU C KOHKPETHOM 3a7a4eii;

v/ pabotel ¢  uHOOPMALMOHHBIMH  CHCTEMAMH B  COBPEMEHHBIX

nH(OpPMAIMOHHO-00pa30BaTENbHBIX CPEIax;
v/ obecriedeHus: 0€30MaCHOTO XpaHEHHS U TIepeIayH B JJOKAJILHON CETH;

v/ TIPOEKTHPOBaHUS, pPa3pabOTKH, AOKYMEHTHPOBAHUS M MPEACTaBICHHUS
COOCTBEHHBIX IIPOCKTOB;

v/ camooOpa3oBaHHMs - IICPUOTUYECKON OICHKOW CBOMX YCIIEXOB U
COOCTBEHHOW PabOThl CAMUMHU 00YUAIOIIIUMHUCH.

Crnoco0bl1 onpenesieHusi pe3yJbTATUBHOCTH

[lenarormyeckoe HaOMIONCHHWE, TENAarOTUYECKUNA aHAIU3  PE3yJIbTaTOB
pelmeHusl 3aJad, pe3ysibTaThl Y4YyacTHsl B  HMHTEIUIEKTYaJIbHBIX  KOHKypCax

BCEPOCCUUCKOI0 YPOBHSI.



Buabl koHTpOJIS:
— YCTHBIHN ONIPOC;
— caMocCTosTelIbHas paborTa;
— ydacTHhe B IPOEKTHOMU JIEATEIIbHOCTH.
@opmMbl MOIBEICHUS UTOTOB PeaIM3allii MPOrpaMMBbl
[lo oxoHuanuum oOOydYeHUS TPOBOJUTCA WTOTOBas arTecTanus B Qopme
MyOJIMYHON 3alIUThI MPOEKTOB. JIOKyMEeHTaIbHON (DOPMOI MOATBEPKACHHUS UTOTOB
IPOMEKYTOUYHOM aTTECTAlluU SBISIETCS JOKYMEHT 00 00pa30BaHUU YCTaHOBJIECHHOTO

Hentpom «Ilouck» obpasia.
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YUYEBHO-TEMATHYECKUM IIJIAH
«CUCTEMHOE AIMUHUCTPUPOBAHUE»

KoandyecTBo 4acoB

Ne HaunmenoBanue kenca, TeMbl
Teopus | Ilpaktuka | Bcero
Moayas 1. Oxpana Tpyaa ¥ TeXHHKA 1 1
0e30IaCHOCTH.
1 Tema 1.1. Oxpana Tpya v TEXHUKA 1 1
0€30MacHOCTH.
MonyJb 2. YCTpOiiCTBO KOMIIbIOTEPA. 2 2 4
2 Tema  2.1. OcCHOBHBIE  y3JIbI 1 1 9
KOMITBIOTEPA.
3 Tema 2.2. 3uakomctBo ¢ BIOS 1 1 2
Mogayas 3. IIporpammHuoe 2 3 5
o0ecreyeHne KOMIbIOTEPA.
4 Tema 3.1. CucremHoe o0ecrneueHue 1 1 5
KOMITBIOTEPA.
5 Tema 3.2. IlpukmnagHoe oOecrneyeHUe 1 9 3
KOMITbIOTEPA.
Monyas 4. CucrtemHoe 5 6 11
aJMUHHUCTPUPOBAHHE.
6 Tema 4.1. Co3manue U HacTpoika 1 1 2
JIOKAJIbHOM YYETHOM 3aIliCH.
7 Tema 4.2. besomacHas paborta Ha 1 1 2
KOMITBIOTEPE.
8 Tema 4.3. HNHCTpyMEHTHI
1 1 2
agmMunuctpupoBanus K.
9 Tema 4.4, [ToaxmoueHue
1 2 3
000pyTOBaHUS.
10 |Tema 4.5. 3arpy3ounsie aucku (dern- 1 1 9
KapThl).
Moayas 5. CeTeBble TEXHOJIOTUN U
9 7 16
o0opynoBaHue.
11 |Tema 5.1. KommbloTepHble CETH. 2 5
Bungsl cetent. CeTeBast TOIOJIOTUS.
12 |Tema 5.2. ApXUTEKTypa CEeTEH. 1
13 |Tewma 5.3. O6opynoBanue cereir. Turbl 1 2
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U KJlaccu(uUKaIus CeTeBOro

000pyI0OBaHUS.
14 |Tema 5.4. KomMyTHupyeMbIe JIMHUH. 1 1 2
Ethernet. Token Ring. WiFi. 3G. LTE
15 |Tema 5.5. I[IpoGiemsbl 1 3a71a4M CETEBBIX
ycTpoicTB. [IpobiieMbl MEKCETEBOTO 2 2
B3auMoiericTBus. Texnonorust NAT
16 |Tema 5.6. CepBepHble oniepaliiOHHbIC 1 9 3
CUCTEMBI.
17 |Tema 5.7. OCHOBHBIE CETEBBIE CITY>KOBI. 1 1 2
Monayas 6. CereBoe 13 13 26
aIMUHUCTPUPOBAHNE.
18 |Tema 6.1. BBeneunue B ceTeBoe 1 1
aIMUHUCTPUPOBAHHE
19 |Tema 6.2. CereBbie olnepalliOHHbBIC 3 2 5
CHUCTEMBI. Y CTAHOBKA U HACTPOMKA.
20 |Tewma 6.3. IIpoTokon TCP/IP.
21 |Tema 6.4. Cnyx6a DNS. 3
22 |Tema 6.5. Cimyx0a kataioros Active
: . 1 2 3
Directory. Ciry>»x0a (aityioB u meqatu.
23 | Tema 6.6. CeTeBbie MPOTOKOIIBI U
ciyx0b1. Cityx0a pe3epBHOTO 1 2 3
KOITUPOBAHUS.
24 |Tema 6.7. CnyxObl TEpPMHHAJIOB.
1 2 3
MOHUTOPUHT.
25 |Tewma 6.8. IIpoGnema 6e30mMacHOCTH
uHdopmaruu. O6bEeKThI 0€30MACHOCTH. 2 2 4
['pynmoBbie MOIUTHKY.
Moayas 7. MoaeaupoBaHue 1 3 9
KOMIIBIOTEPHBIX CeTeH.
26 |Tema 7.1. Busyanuzamus ceTeBoit 1 1 9
UHOPACTPYKTYPHL.
27 |Tema 7.2. DBolmogHeHue mpoekTa 7 7
KOPIIOPAaTUBHOM JIOKAJIbHOM CETH.
Hroro 33 39 72
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COAEPXKXAHHUE KYPCA « CUCTEMHOE A IMUHUCTPUPOBAHUE)

Monayas 1. OxpaHa Tpyaa M TeXHMKAa 0€30MaCHOCTH.
B pamkax naHHOW TeMbl MPOBOAMUTCS MEPBUYHBIA MHCTPYKTAX IO TEXHUKE
0€30I1acHOCTH, 3HAKOMCTBO C MpaBUJaMU BHYTPEHHETO pachopsiika U MpaBUIaMu
MOBEJICHUS TIPU TTOXKape.

Yuawueca oonocnol 3namo:
— TIpaBWJIa BHYTPEHHETO PACIIOPSIKA U NTOBEICHHUS;

— IIpaBuUJiIa IIOBEJIEHMUS IIPU I1OKape.
Dopmbl 3anuamut, ACTIIOIb3yEMBbIE IIPY U3YUYEHUU JAHHOTO MOJYJIS:
— JICKIIMOHHAS.
Tema 1.1. Oxpana Tpy/Jia u TeXHUKa O€30MACHOCTH.
Teopus. IlepBUYHBINA UHCTPYKTAX MO TEXHUKE O€30MACHOCTH.
MoayJb 2. YCTpoOiicTBO KOMIILIOTEPA.
B pamkax naHHOM TeMbl y4Yalluecss Y3HAKOT YCTPOMCTBO IE€PCOHAIBHBIX
KOMITBIOTEPOB, CEPBEPOB W  MOOMJIBHBIX YCTPOWCTB, HayyaTcsi coOUpaTh
KOMIIBIOTEPHI U3 OTJEIBHBIX YaCTEM.

Yuawuecs donsrcnol 3namo:
— YCTPOMCTBO MEPCOHAITBHOTO KOMITBIOTEPA;
— B3aMMOJICHCTBUE MEXITY y3JIaMU KOMIIBIOTEPA;
— ompenenenue BIOS.
Vuawuecs 0onscnol ymemo:
— TIOJIKJTFOYATh OCHOBHBIC Y3IIbI KOMIIBIOTEPA;
— pabotats ¢ BIOS.
Dopmul 3aHAMULL, UCTIONIB3YEMBIE TTPH U3YUEHUH TAHHOTO MOIYJIS:

— JICKIIMOHHA4,

rpynmnosas padora,

— naboparopHas padorTa,

caMoCTosITeIbHasl padoTa.
Tema 2.1. OCHOBHBIE Y3JIbI KOMIIBIOTEPA.
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Teopusa. CocraBubie yactu coBpemeHHoro [IK. Hasnauenue, yctpoilcTBO u
B3aMMO/ICCTBUE OT/AEIIbHBIX y3JI0B KOMIIBIOTEpA
IIpakmuka. CamocTosiTeNIbHAsI COOpKa CUCTEMHOTO OJI0Ka, KOMITBIOTEpA.
Tema 2.2. 3nakomctBo ¢ BIOS.
Teopus. Onpenenenue noustus BIOS (BIOS/CMQOS; UEFI/EFI).
IIpaxmuxa. HacTpoliika pe:xuMOB BKJIFOUE€HHS KoMmIbioTepa B BIOS.
Moays 3. IIporpammHoe o0ecniedyeHrne KOMNIbIOTEPA.

B paMmkax [gaHHOro MOJIyJid ydYallMecs TO3HAKOMATCS C  IOHSATHEM
IIPOrpaMMHOr0 0O€CleueHre, ero BUJaMu, Haydarcs YCTaHaBJIMBaTh HEOOXOAMMOE
I1O Ha nepcoHaNnbHBIN KOMITBIOTED.

Yuawueca donswcnol 3namo:

— 4YTO Takoe IMporpaMma, MpOrpaMMHOE OOecleyeHue, OrepaluoHHas
CUCTEMA;

— xnaccudukamuio [10, onepaloHHBIX CUCTEM.

Yuawuecs oonscnol ymemo:

— YCTaHaBJIMBaTh ONEPALIMOHHBIE CUCTEMBI Ha MEPCOHATBHBIA KOMIIBIOTED;

— ycraHaBiuBarh npukiagHoe [10;

— HUCKaTh HH(POpMAIIHIO B CBOOOIHBIX HCTOUHUKAX U CTPYKTYPHUPOBAThH €€;

— OOBEKTUBHO OIICHUBATH PE3YJIHTATHI CBOCH PAOOTHI.

Dopmbl 3anuamuti, ACTIOIb3yEMBbIE MIPY U3YUYEHUU JAHHOTO MOJYJIA:

— JIEKIIMOHHaA,

— TpynmnoBas padoTa,

— naboparopHas padoTa.

Tema 3.1. CucreMHOe oOecrieueHrne KOMIIBIOTEPA.

Teopusa. Omnepanuvonnsie cuctembl. Krnaccudukamus. Cpasaenue OC.
Crpykrypa OC. ®DaillioBbI€ CUCTEMBI.

Ilpakmuxa. Y cTaHOBKa OMEPAIIMOHHBIX cucTeM. PaboTa ¢ nuckamu.

Tema 3.2. [IpukiiagHoe obecnieueHre KOMIbIOTEPA.

Teopusa. llonatne TPUKIANAHOTO  OOECIEUEHHUs]  KOMIbIOTepa.  THUmbl

nporpammHoro odecrieueHusi. Cucremunie TpedoBanus [10. [Tpon3BoAUTENBHOCTS.
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Ilpakmuxa. Y CcTaHOBKa U HACTPOMKA MPUIIOKEHUN. ABTO3arpy3Ka nporpaMmm 1
3HAKOMCTBO C ITaKETHBIMHI/KOMaHIHBIMH (haiiiiamu.
Moayab 4. CucTeMHOe aIMUHUCTPUPOBAHME.

B pamkax paHHOro MOJyJid Yyyauiudecs IO3HAKOMATCS C OCHOBHBIMU
MOHATUSMU UM 3aJ]ayaMd  CUCTEMHOTO aJMHHHUCTPUPOBAHUS: MEPCOHATM3AIIMUS
CUCTEMBI, MOJKIIOUEHHE M HacTpohKa 00OpyJoBaHHUA, O€30MAaCHOCTh JAHHBIX H
CUCTEMBI.

Yuawuecs oondxcnol sname:

— TIOHATHUS U 33]]Ja4¥ CUCTEMHOTO aJIMUHUCTPUPOBAHUS;

— OOBEKTHI YNPABJICHUS U aIMUHUCTPUPOBAHUS,

— MOHSATHUS IpaiiBepa, IucHeTyepa yCTPOUCTB;

— TtexHosioruto Plug and Play;

— TUIIBI BPEJIOHOCHBIX MporpamMm, antuBupycHoe I10;

— TpUHIUINBI 6e30macHoi padoTsl Ha [1K.

Yuawuecs oonscnol ymemo:

— CO03[1aBaTh U HACTPAUBATh JIOKAJIbHbIE YUETHbBIC 3AIHCH;

— paboTaTh ¢ KOMaHIHON CTPOKOIA;

— MOAKJIIOYATh NepU(EpUIHbIE YCTPONCTBA;

— yCTaHABIUBATH JpaiBEpbl 000PYIOBAHUS;

— CO37aBaTh YUYETHBIE 3aMKCHU MOJIb30BATENEH (B T.4. C OTPAHUYECHHBIMH
MpaBaMu );

— CO03/1aBaTh 3arpy304HbIC TUCKH ((IeHI-KapThl);

— OODBEKTHUBHO OLICHUBATh PE3YJIbTATHI CBOCH pabOTHI.

Dopmul 3aHAMUL, NCTIOIB3YEMbIE ITPU U3YUYECHUH TAHHOTO MOAYJIA:

— JEKLIHMOHHaA,

— rpynnoBas padora,

— naboparopHas padoTa.

Tema 4.1. Co3naHne 1 HACTPOWKA JIOKAJIBbHON YUYETHOU 3aIUCH.

Teopus. YueTHble 3aNIUCH (TUIIBL, I1A0JIOHBI, MOJUTUKU OE30MTaCHOCTH).
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lIpakmuxa. Co3lanie U HACTPOMKA JIOKAJIbHOW YYETHOM 3amucu (HacTponKa
npaB W OTrpaHUYEHUE JOCTYIa; Biajenel] OO0beKTa, HacjieloBaHWEe, CMEHa
BJIAJIEIIbIIA)

Tema 4.2. bezonacHas paboTa Ha KOMIBIOTEPE.

Teopus. Tunbl BpenOHOCHBIX ITporpaMM. AHTuBHpYCcHOE [10. duimnHrossie
nporpamMmsl U caiiTel. daiiepBOIUT U JOCTYI TPOrpaMM K ceTeBbIM (yHKuMsIM. Daiin
hosts.

IIpakmuxa. Y CTaHOBKAa aHTUBUPYCHOIO nakera. M3ydyeHne BO3MOXKHOCTEN U
HAaCTPOEK aHTUBUPYCHOTO ITaKeTa.

Tema 4.3. UnuctpymenTsl anmunuctpuponanus [1K.

Teopusi. OOBEKTH yNpaBlIeHUS € aJAMUHUCTpUpOBaHUA. Jlucnerdepsr:
YCTPOWCTB, AUCKOB, MOJIb30BaTENEH, 3a1a4.

Ilpakmuxka.

Tema 4.4. [Togximouenue 060py0BaHUS.

Teopus. PnP u He-PnP-ycTpolicTBa; mocienoBaTeabHOCTh JEHCTBUM, MOUCK
JPaBEPOB.

Ilpakmuka. YcTaHOBKa W  HacTpoiika NepUPEpUHBIX  YCTPOMCTB
(npaiiBepoB).

Tema 4.5. 3arpy3ounsie qucku ((iaeni-kapTsl).

Teopus. OmnpeneneHue 3arpy304HOro IUCKa, UCIOJIb30BAHME.

Ilpaxmuxa. Co3manue 3arpy304Hoi (DIIemKy.

MoayJab 5. CeTeBble TEXHOJOTMH U 000PYA0BaHME.

B pamkax 53TOoro monyis ydamuecs I03HAKOMSTCS C CYIIECTBYIOLIMMHU
CETEBbIMU TEXHOJOTHSMHU, TaKXKe TI0JIydaT HaBbIKM paboTa €  CETEBbIM
000py/1I0BaHUEM.

Yuawuecs oonocnvl snames:
— TIOHSTHE KOMITBIOTEPHOU CeTH;
— BHUABI CETEH U MX TOMOJIOTHIO;
— TMPUHIMI TOCTPOCHUS apXUTEKTYPbl KIIMEHT-CEPBEP;

— TUIBI U KJIacCU(PHUKAIUS CETEBOTO 000PYTI0BaHHUS;
16



— OCHOBHBIE CETEBbBIE CITYKOBI.
Yuawuecs oonscnvl ymems:
— TPOEKTUPOBATH JIOKAJIBHYIO CETh, BRLIOUPATh CETEBBIE TOMOJIOTUH;
— YCTaHaBJIMBATh CEPBEPHYIO OMEPAIIMOHHYIO CUCTEMY;
— aJMUHUCTPUPOBATH JIOKAJIbHbBIC BHIYUCIUTEIbHBIE CETH;
— 0OBEKTUBHO OLIEHUBATh PE3yJIbTaThl CBOEH PabOTHI.
Dopmul 3aHamull, UCTIOIb3YEeMbIe MPU U3YUYSHUH JAaHHOTO MOTYJIS:
— JIEKIIMOHHAf,
— TpymnmoBas pabora,
— naboparopHas paboTa.
Tema 5.1. Komnbrotepusie cetu. Bujnl cereit. CeTeBasi TOMOJIOTHS.

Teopus. Bunpl cereil. JlokaibHas ceThb Kak MPEAMET M3YUYCHMS. 3aJaud U
npobsieMbl KoMITbIOTepHBIX ceTei. CereBas Tomojyorus: [1luna, 3Be3na, Kombio.
[IpeumymiectBa u HenocTaTku. KOMOMHUpPOBaHHBIE TOMOJIOTHH.

Tema 5.2. ApxuTtekrypa cereil.

Teopua. Apxutektypa cetd. KnmneHT, cepBep, BBIIECICHHBIA CEPBEP, CETEBOU
uHTepdeiic.

llpaxmuxa. 3aiannss HTHAKEHEPHOTO XapakTepa Ha coctaBiieHue npoekra CKC
IOJT OITPEICIIEHHBIN KEWC.

Tema 5.3. O6opynoBanue cereii. TUIIBI 1 Ki1acCH(pUKAIUS CETEBOTO
000pyTOBaHUS.

Teopusi. Tunbl u KiIaccuuUKaIUs CETEBOro 00OpyAOBaHHS: Xad, CBUTH,
KOMMYyTaToOp, MapuipyTusarop, poyrep. Cpeaa nepenaun JaHHBIX (OMTOBOJIOKHO,
BUTAd 1apa, pajuo).

llpaxmuxa. 3ananus MTHKEHEPHOTO XapakTepa Ha cocTaBieHue npoekra CKC
IO/ OIIPEAECIIEHHBIN KEHC.

Tema 5.4. Kommytupyemsie muaun. Ethernet. Token Ring. WiFi. 3G. LTE

Teopusa. Texnonornu noctpoenus cereid. Kommyrtupyemeie tuHuu. Moaemsl.

Onroonokno. Ethernet. Token Ring. WiFi. 3G. LTE.
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Ilpaxmuxa. 3ananus MTHKEHEPHOTO XapakTepa Ha cocTaBieHue nmpoekta CKC
IO/ OIIPEACTIEHHBIN KEWC.

Tema 5.5. [Ipo6iemsbl 1 3a7a4M CETEBBIX YCTPOUCTB. [IpoGaeMbl MexKCEeTEeBOTo
B3auMoencTeusa. Texnomorus NAT.

Teopus. I1po6nembl U 33724 CETEBBIX YCTpOHCTB. [IpobiemMbl MeKCETEBOTO
B3auMoencTeuia. Texuomorus NAT.

Tema 5.6. CepBepHbI€ ONEPAIMOHHBIE CUCTEMBI.

Teopusa. CepBepHbie onepanuoHHble cBoiicTBa. CpaBHenue OC cemeiicTBa
Windows, Linux, Unix.

IIpakmuka. Y cTaHOBKA CEPBEPHOM ONEPALIMOHHON CHUCTEMBI.

Tema 5.7. OCHOBHBIE CETEBBIEC CITYKOBI.

Teopuss. OCHOBHBIE CETEBBIE CIYk Obl (IEMOHBI): ciyxk0a karamoroB AD,
DHCP, DNS, IIS, WSUS, Cnyx06a nedatu, Ciyx6a Bupryanmuzanuu. Ciyxba
TEPMUHAJIOB, yAaleHHbI noctyn, Koncons ynpasinennss MMC.

Ilpakmuxa. HacTpolika KIIOYEBBIX NapaMeTpoB mpousBogutTenbHoctu OC.
Hactpoiika ynaieHHoro gocryia.

Dopma nodgedenusi umo206: CaMOCTOsATeNIbHAs JJabopaTopHas padora.

Moaysb 6. CeTreBoe aAMMHUCTPUPOBAHKE.

B pamkax wmonyns ydammecss TPUOOPETYT MPAKTUUYECKUE HABBIKU
opraHu3aiuu padoThl B TJIOOATBHON CETH, PE3ePBHOIO KOMHUPOBAHUSA, MOIy4aT
3HAHUA O CEpBEpax U MaplIpyTU3ALUU.

Yuawuecs oonscnol 3nams:

— wmojaenb OSI, moHsATHE MapIIPyTU3ALIHH;

— crek npotokosiaoB TCP/IP u npunuunse! [P-anpecanmu;

—  TEXHOJIOTMHU OpraHu3alliid BUPTYAJIbHBIX YacTHBIX ceTeil (VPN).

Vuawuecs oonscnol ymemo:

— HacTpauBarh cTaTuyeckue [P-aapeca KOMIIBIOTEPOB B CETH;

— HactpauBarb Wi-F1 mapmpyTusarop nocpeacrsom web-unrepderica;

— HACTPOMKA IMOAKIIIOYEHHUS MAPIIPYTU3aTOPa K BHEIIHEN CETH;

— OCYHICCTBJIATH PE3CPBHOC KOIIMPOBAHNEC 1 BOCCTAHOBJICHUC I/IH(l)OpMaI_II/II/I;
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— UCKaTh HH(GOPMAIUIO B CBOOOAHBIX HCTOUHUKAX U CTPYKTYPHUPOBAThH €€;
— O0OBEKTHUBHO OIICHUBAThH PE3YJIbTATHI CBOCH pabOTHI.

Dopmbl 3aHamuli, UICTIONb3yEMbIE TIPY U3YUYEHUU JAHHOTO MOTYJIS:

— JIEKIIMOHHAas,

— rpymnnosas pabora,

— nabopaTtopHas pabora.

Tema 6.1. Beenenue B ceTeBoe aIMUHUCTPUPOBAHUE.

Teopusa. 1lpoOneMbl OOlIEHUSI KOMIBIOTEPOB B ceTH. OCHOBHBIE 3aJayu
CETEBOT0 aJIMHUHHUCTpUpOBaHUSA. OOSA3aHHOCTHM M POJIb CETEBOr0 (CUCTEMHOIO)
anmuHuctparopa. CoctaB M Ha3HaYeHHE OCHOBHBIX CETEBbIX CiykO0. IlpuHIUMIBI
MEKCETEBOT0 B3aUMOJECHUCTBUSI HA OCHOBE MOJEJIEH.

Tema 6.2. CeTeBble OnepalioOHHbIe CUCTEMBI. Y CTAHOBKA M HACTPOMKA.

Teopus. Ilpunuunsl noctpoeHusi. CTpyKTypa CETEBBIX ONEPAIMOHHBIX CUCTEM.
Ocobennoctu ucnoisb3oBaHusi ceteBbix OC B cersx paziauuHoro macmrada. OC
cemericte Windows, Linux, Novell. Oco6eHHOCTH aIMUHUCTPUPOBAHUS PAZTUUHBIX
OC.

Ilpaxmuka. YcranoBka OC. YcTaHOBKa M HACTpOWKa NpuiIokeHud. Peectp u
karajor etc. JlpaiiBepa u B3auMoIeCTBUE C 000PYAOBAHUEM.

Tema 6.3. [Ipotoxon TCP/IP.

Teopus. Ctex TCP/IP. O630p nporokoaoB TCP/IP. IP-anpecarust B mpoTokoie
IPv4. DHCP. IP-ipotokoun. IP-aapec u ero 3amuce. [P-anpeca B InTepuere.

Ilpakmuxa. Onpenenenue IP-agpeca pecypca B HWuTepHere. Ampec
KoMIIbloTepa (xocta). Aapec cern. Macka cetu. Hactpolika (yHKuuoOHUpYIOIeh
onHOpaHroBoi cetu. Hactpoliku poytepa. Opranuzanus A0CTyna K WUHTEPHETY U
aBTOpU3aIMUs y poBaiepa.

Tema 6.4. City:x6a DNS.

Teopus. Ilpunuunsl pabotsl MHTepHera n Bcemupnoit maytunsl (WWW).
Konuenmusa knueHT-cepBepHoro BzanmoaencTeus. Mapmpyrtuszanus, NAT, npokcu.
Cucrema nomeHHbIX MMeH DNS (mpocTpaHCTBO HMMEH, JOMEHBI, 30HBI, 30HBI

npsIMOTO W OOpaTHOTO TMPOCMOTPA, OCHOBHBIE W JOTIOJHUTEIbHBIC 30HBI,
19



perukaius 30H). Pazpemenue umen ciyk00it DNS (uTepatuBHBIE U PEKYPCUBHbBIE
3anpocsl DNS). CpaBuenue DNS u Net BIOS. Jlomennsie umena. DNS-cepBepsl.
Mexanusm padbotsl DNS-3anpocos. Turmbl cepBepos.

Ilpakmuxa. Co3maHue 30H pa3HbIX TUNOB. HacTpolika CBOWCTB 30HBI U
nepeaaun 30H. Co3znanue AenerupoBanus 30H. 3oHbI-3araymku. Co3gaHue 3anucei
pecypcoB. Ko cepsepa. Hactpoiika mapamerpoB cepBepa. Hacroiika kiueHTa:
ucnonb3zoBanue Net BIOS, cydduxcer DNS, cnucok cepBepoB, JUHAMUYECKOE
oOHOBJIEHHE, K3 pacrno3HaBarens. Otnagounsii xypHanm DNS. Monutopunr
npousBoauTesbHOCTH  DNS-cepBepa ¢ nomompro  CucteMHoro  MoHuTopa.
CuéTunKy MPOU3BOAUTEIBHOCTH.

Tema 6.5. Cinyx6a xatanoros Active Directory. Cityx6a ¢aitnoB u nedyaru.

Teopusi. OCHOBHBIE TOHATUSA CIyk0 KaramoroB cuctembl Windows Server —
Jec, JepeBo, JOMEH, OpraHu3allMOHHOE mozpasjaeneHue. [lmaHupoBaHue
npoctpancTBa UMEH Active Directory (AD). YcraHoBKa KOHTPOJIJIEPOB JOMEHOB.
Jlornueckass u Qusnueckass crpyktypbl AD, ynpasnenue pernmkanuend AD.
Konnenuus rpynnoBbix noiuTuk B Active Directoiry. daiinoBeie cuctemsl FAT,
NTFS.

Ilpaxmuka. YnpaBieHuE IIOIB30BATEISIMU W TPYIIIAMH, JEJIErUPOBAHUE
MOJITHOMOYMM. YmpaBieHue auckamu B cucremMe Windows Server (OCHOBHBIE U
JUHAMUYECKHE JMCKHM). YTpaBiieHWe pasznenamu M tomamu. [IpaBa nmoctyma
¢aitnoBbIM pecypcam, ceTeBble U JIOKaJbHbIE MpaBa JOCTYyMa, HACIeJOBaHUE IpaB
J0CTyMa, B3ATHE BO BJIaJ€HUE, ayIuT JocTyna K pecypcaM. Cxxatue u mudpoBaHue
uH(popMaIui, KBOTHI, AePparMeHTanus. TepMUHBI W TIOHSATHS CETEBOM IeyaTH.
YcTaHOBKa JIpalBEpPOB, HACTPOMKA PUHTEPOB.

Tema 6.6. CereBbie MNpPOTOKONABI u CIyX)Obl. Ciyx0a pe3epBHOTO
KOIUPOBAHUS.

Teopus. 3yueHue ceTeBbIX CIIyk0, POPMUPYIOIINX HHPPACTPYKTYPY CETU —

DHCP, WINS. MH3yuenune 0a30BbIX MOHATUH CIYy>)KObl MapHIpyTH3alUH U

yaainenHoro nocryna (RRAS). TexHonoruu, ucnonb3yeMbIX Ciyk00il pe3epBHOIO
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KOIUPOBaHUs. Buabl pe3epBHOI0 KOMUPOBAHMS COCTOSIHHUSI CUCTEMBI M CO3JaHUE
apxuBa JUIsl aBapUUHOTO BOCCTAHOBJIEHUSI CUCTEMBI.

IIpakmuka. Pe3epBHOE KOIUPOBAaHWE U BOCCTAHOBJIICHHE HH(POPMAIIUU.
«BpyuHyto» ¥ Tpu TOMOLIM CHEIUaNbHBIX YTUIUT. Hactpoiika cityx0Ob
BOCCTaHOBJICHHS] CUCTEMbBI U UCTOpUHU (PailiioB.

Tema 6.7. City>x0b1 TepMUHATOB. MOHUTOPUHT.

Teopus. 3HaKOMCTBO ¢ Ha3HaueHHeM ciyx0 TepmuHaioB (Remote Desktop,
YAQJICHHbIA pabouuii CTOJd). 3HAKOMCTBO C HWHCTPYMEHTAaMU MOHUTOpPHUHIA
cepBepa. Konconp «IIpocMOoTp cOOBITHIl» KAk CpPEICTBO MOHUTOPHUHTA
(GYHKIIMOHUPOBAHUS CUCTEMBI.

IIpakmuka. Hactpoiika cucrembpl Windows Server misi paOoThl CIIyxO0
TEPMUHAJIOB B pPEXHUME YJAJCHHOTO VIPABICHUS W B pEXUME CcepBepa
npuiiokeHn. Hactpoiika nmojuTuk ayiura Juist OIpeIesICHUs CIIMCKa U ITapaMeTpa
COOBITHH, MOJUISKAIIUX MOHUTOPUHTY. MOHHUTOPUHT MPOU3BOJUTEIHHOCTU
CUCTEMBI, OMpeJIeJIeHUE YA3BUMOCTE B paboTe cucreMbl. MOHUTOPUHT CETEBOU
AKTUBHOCTH (3aXBaT U U3YUYEHUE COJAEPIKUMOI0 CETEBBIX MAKETOB).

Tema 6.8. [Ipo6iiema 6e3onacHocty nHPopMaruu. OOBEKTHI 0€30MACHOCTH.

Teopus. 1lpaBuna 6e3onacHoi pabotsl Ha [1K. 3HaKOMCTBO C KOHIEMIMEN
¢unbTpanu  6e3omacHOCTH. MeTtoasl obecriedeHuss HaAeKHOCTH. KOHTpousb
¢yHkiuonupoBanus. CpeacTBa aHaiv3a 3alIMIIEHHOCTH CETEBbIX CEPBUCOB.
NHCcTpyMeHTaIbHbIE CUCTEM TECTUPOBAHUSL.

IIpakmuxka. 3amuta. BupTyaibHble MAallIMHBI.

@opma nooseodenusi umoeos. IlyonuHas 3amura npoeKTa.

Moayas 7. MoaeaupoBaHue KOMINbIOTEPHBIX CeTel.

I[aHHBIﬁ MOOYJIb ABJCTCA 3aKIIIOUUTCIIBHBIM B KYPCC IIPOI'PpaMMBI,

B

PE3YJbTATEC YCTO0 ydalllUMECAd JOJIKHBI, TIO3HAKOMUBIINCE C METOAOM BU3YyaJIU3alHH,

BBIIIOJIHUTH MPOEKT MO pa3padOTKe KOPHOPATUBHOM JTOKAIBHON CETH.
Yuawuecs oonocnol 3namo:
— wMozens OSI, monsiTHE MapIIpyTH3aLNK;

— crek nporokoiaoB TCP/IP u npunnmms! [P-anpecanmmy;
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—  TEXHOJIOTMHU OpraHU3alliid BUPTYaJIbHBIX YacTHBIX ceTeil (VPN).
Yuawuecs 0ondcHvl ymems:

— HacTpauBarh cTaTuueckue [P-agpeca KOMIIBIOTEPOB B CETH;

— HacTpauBarbh Wi-Fi mapuipytusarop nocpeacrsom web-unrepderica;

— HaACTpOIKa MOJKIIIOYCHHUS MapIIPyTU3aTOpa K BHEIITHEH CETH;

— OCYUIECTBJISITh PE3EPBHOE KOMMMPOBAHUE U BOCCTAHOBJICHHE HHPOPMAIIUK;

— HUCKaTh HH(POpMAIHIO B CBOOOIHBIX HCTOUHUKAX U CTPYKTYPHUPOBAThH €€;

— HCKaTh WH(POpMAIUIO B CBOOOHBIX HCTOYHUKAX U CTPYKTYPUPOBATH €€;

— KOMOWHHMPOBATh, BUJOU3MEHSTh U YIyUllIaTh UJICH;

— TpaMOTHO (POPMYIUPOBATH CBOM MBICIIH;

— paboTaTh B KOMaH/IE;

— OOBEKTUBHO OIICHUBATH PE3YJIbTAThl CBOEH PAOOTHI.

Dopmul 3ausamull, UCTIOIb3YEMbIE ITPU U3YUYECHUH TAHHOTO MOAYJIA:

— JIEKIHMOHHaA,

— rpynnosas pabora,

— nabopaTopHas pabora,

— caMmocTosiTenbHas padoTa.

Tema 7.1. Buzyanuzanus ceteBoil ”HQPACTPYKTYPHI.

Teopus. I1oHATUA 1 NPUHUIUIBI BU3yAIIU3aLUHA CETEM.

Tema 7.2. BrinosiHeHHe NpOEKTa KOPIOPATUBHOM JTOKATBbHOMN CETH.

IIpakmuka. Opranuzamus paboTel HaJ mpoekToM. [locTaHOoBKa MpoOIEMHOM

cutyanuu, GopMyIupoBKa 1enud u 3aaad. Pabora nmam mpoekroM. IloaroroBka k
3alluTE.

Dopma noosedenusi umozos. I1ydinunas 3anmra npoeKTa
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METOAUYECKOE OBECIIEYEHHUE
IHPOI'PAMMBI « CUCTEMHOE A/IMUHUCTPUPOBAHMUE»

puémsbl u
Texnuueckoe
MeETObI . dopma
®opma JAupaKkTuyecKkuii MaTepuaJl. JJIeKTPOHHbIE OCHALlleHHE U
Tema moxyJis y OpraHu3anum . No/JABeAeHHU
3aHATHI HCTOYHUKH PacxXoaHbIH
oOpa3oBareJibH sl UTOTOB
MaTtepua
0ro mpoiecca
Monyns 1. KomOunnpoBan |O0bscHurensHo | 1. Kenun A.M. [IpakTrdeckoe pyKoBOICTBO e HoyTtOyku c YcrHbIN
Oxpana Tpynau |Has - CHUCTEMHOT0 aJMUHUCTPATOPA. 2-€ U3JAHUE - MBIIIKON U onpoc
TEXHUKA unmoctpatuBHbl | CI16: BXB-IletepOypr, 2013. —532c. JIOCTYIIOM K CETH
0€30MaCHOCTH. . Meton HNnTepner.
MO3IrOBOI'0 e [IpeseHranuoH
mTyp™ma. HOE 000pyI0BaHUE.
[Ipo6Gnemuo-
MMOUCKOBBIM.
Mopyisb 2. KomOunupoBan |O0bscaurensho | 1. Tanen6aywm 3., Octun T. Apxurexrypa e HoyrOyxku ¢ JlaGopaTop
YerpoiicTBo Has - kommbiotepa. — CII6.: TTutep, 2016, - 816 c. MBIIIKON U Has pabora.
KOMIIBIOTEPA. wutroctpatuBHbl| 2. B. JleontreB. Hogeitmmas sHIMKIOMETAS. JOCTYTIOM K CETH
. Merton | Komnerorep u unreprer 2016. M3narensctBo  |MHTEpHET.
MO3T0OBOI'O Okcemo. 2016, — 560c. e [Ipe3eHTanmon
mITypMa. 3.T'opuenr H.H. DBM wu nepudepuiianie HOE 000pYIOBaHHE.
[TpobnemuoO- ycTpoiicTBa. KOMIIBIOTEPBI M BBIYHCINTENBHBIC | o JlaGopaTopHOE
ITOMCKOBBI. cucrembl. MznatensctBo: ACADEMIA, 2012. | oGopynosanue:
—240 c. CUCTEMHBIN OJIOK,
MOHUTOD,

KJIaBUATypPa, MbIIlIb.
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Monyis 3. Kombunuposan |O0bsicautenbHo | 1. Tanenbaym 3., boc X. CoBpeMeHHBIE e HoyTtOyku ¢ JlaGoparop
[Iporpammuoe Has - onepannonHbie cucremsbl. — CII6.: TTutep, MBIIIKON 1 Has pabora.
oOecrieueHue wuoctpatuBubl | 2016. — 1120 c. JIOCTYTIOM K CETH
KOMIIBIOTEDA. 178 Meron|2. B. JIeonTseB. HoBeimas sHIHUKIONIE NS HNurepner.
MO3TOBOTO Komnrerotep u unrepuer 2016. M3naTenscTBo e [Ipe3eHTannoH
HITYypMa. Okemo. — 2016, 560c. HOE 000pyAOBaHHUE.
[Tpobnemuo- 3. T'opnees A. B. OnepaiiiOHHbIE CUCTEMBI. — e JlaGopaTopHo
MTOMCKOBBIM. CII6.: TTutep, 2004. — 415 c. e obopyioBaHUE:
CHCTEMHEBIN OJIOK,
MOHUTOD,
KJIaBUATypPa, MbIIIIb.
Mopys 4. Kombunuposan |Metoa 1. T'onosuH IO. A., CykoHmukoB A. A., e HoyrOyxku ¢ JlabGoparop
CucremHoe Has IIPOEKTOB. SxoBneB C. A. UndopmanmoHHsie ceTu. — M.: | MBIIIKON U Has pabora.
aIMUHUCTPUPOBA OOmbsacuutensHO | Akagemus, 2011. — 375 c. JIOCTYTIOM K CETH
HHUE. - 2. Kenun A.M. Ilpaktuyeckoe pykoBoACTBO | MHTepHET.
WUTIOCTPATUBHBI | CACTEMHOTO aJIMUHUCTPATOpPA. 2-€ U3JaHUE - e [IpeseHrannon
. Merton | CI16: BXB-Ilerepoypr, 2013. —532c. HOC
MO3TOBOT'O 3. Jlumonuemnnu T., Xoran K., Yeitnan C. o0opyI0BaHUE.
mTypMma. CucremMHOE U CETEBOE AIMUHUCTPUPOBAHHUE. e MapkepHnas
[Tpobnemuo- [IpakTyeckoe pyKoBOJCTBO, 2-€ U3JJaHHE. — JIOCKaA.
MTOMCKOBBIM. ITep. ¢ aurn. — CI16: CumBon-ITntoc, 2009. — e JlaGopaTopHoe

944 ¢

4. Hemet 3, Cuaiinep I', Tpent P. Xetin,ban
Voiinu. Unix u Linux. PykoBoicTBO
cucTeMHOro agMuHucrparopa: Ilep. ¢ anri. —
M.: Bunesamc, 2014 — 1312 c.

5. Omadep B., Omudep H. KommbroTepHbie
ceTd. [IpuHIMITBI, TEXHOJIOTHUH, TTPOTOKOJIBI.

000pyi0BaHUE:
CHCTEMHBIH OJIOK,
MOHUTOD,
KJIaBHATYa,
MBIIIIb, POYTED,
KOMMYTAaTOp
YIIPABIISIEMBIN,
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Vyeonuk: Yued. nocodue. — CIIb.: [TUTEP, KOMMYTaTOp
2016. -992 c. HEYTIpaBJIsIeMbIH,
6. Kacniepckuii E. B. Komnbrorepusie TECTEp
BUPYCHI: YTO 3TO TAKOE U KaK C HUMU KaOEJIbHBIM.
oopotecs. — M.: CK Ilpecc, 1998. — 285 c. e HaGopsl
WHCTPYMEHTOB
(00XHUM, HOXK,
TecTep).
o Marepuainsl
(mpoBoja,
pa3beMbl,
MAaYKOP/IbI)
Monyis 3. Komb6unuposan |Meton 1. Jlumonuemmu T., Xoran K., Yeiinan C. e HoyTOyku C JlabopaTop
CereBble Has IPOEKTOB. CucremMHOE U ceTeBOE aJIMUHUCTPUPOBAHUE. MBIIIKOU U Has pa0orTa.
TE€XHOJIOTUU U O6bscauTenbHO |[IpakTHYECKOEe pyKOBOACTBO, 2-€ U3AaHUE. — JOCTYIIOM K CETH
obopyioBaHUE. - ITep. ¢ anrn. — CI16: CumBon-ITntoc, 2009. — HNuTepner
WJUTIOCTPATUBHBI 944 c. ® [[pe3eHTanmoH
178 Meron| 2. Omudep B., Omudep H. HOE
MO3TOBOTO Komnerorepnsie cetu. [Ipunuuisl, o0opyI0BaHuE.
mTypMa. TEXHOJIOTUH, TTPOTOKOJIBL. Y UeOHHK: Yueo. e JlaGopaTopHoe
[Ipo6iemuo- noco6ue. — CIIb.: IIMTEP, 2016. — 992 c. 000pyi0BaHUE:
ITOMCKOBBIH. 3. https://www.intuit.ru/studies/courses/1/1 | cucTeMHBIi OJIOK,
[lecture/2 nexiuu Mo OCHOBaM CETei MOHHTOD,
HainmonanbHOTO OTKPHITOTO YHUBEPCUTETA. KJIaBHATYa,
4. http://inftis.narod.ru/adm/ais-n4.htm MBIIIIb, POYTED,
UHTEPHET pecypc Mo Teme KOMMYTaTOp
«AIMUHUCTpUPOBAHUE WH(HOPMAITIOHHBIX yYIPaBIIEMBbIi,
ceTeiy. KOMMYTaTOp
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HEYIIPABJISEMBIH,
TecTep
KaOCJIbHBIM.

e HaGopsl
UHCTPYMEHTOB
(00xHM, HOX,
TeCTep).

e Marepuaisl
(mpoBona,
pa3beEMBI,
HaYKOP/IbI)

Mopyis 6.
CeteBoe
aIMUHHUCTPUPOBA
HHE.

Kom6uHaupoBan
Has

OOBACHUTEIBHO

WJUTFOCTPATHBHBI
178 Meron
MO3T'OBOTO
mTypM™ma.
[Ipo6Gnemuo-

MOWCKOBBIU.

1. JIumonuemm T., Xoran K., YUeiiman C.
CHCcTeMHOE U CEeTEeBOE aJIMUHUCTPHUPOBAHUE.
[IpakTHUeckoe pyKOBOJICTBO, 2-€ U3IaHHE. —
ITep. c anrn. — CII6: CumBon-ILroc, 2009. —
944 c.

2. Omudep B., Omadep H.
KowmmbrorepHsie cetr. ITpuHITUIIBI,
TE€XHOJIOTUH, TPOTOKOJIbL. YUeOHUK: Y4eo.
nocooue. — CIIb.: I[IMTEP, 2016. — 992 c.

3. https://www.intuit.ru/studies/courses/1/1

/lecture/2 nexumu 1o oCHOBaM ceTer
HanmonansHOTO OTKPBITOTO YHUBEPCUTETA.

4. http://inftis.narod.ru/adm/ais-n4.htm
UHTEPHET pecypc Mo TeMe
«AJIMUHHUCTpUPOBAHKUE NHOOPMAITUOHHBIX
ceTei.

e HoytOyku ¢
MBIIIIKOW 1
JIOCTYTIOM K CETH
HNnTepHer.

e [IpeseHTrannon
HOE
060opyaoBaHUe.

e JlaGopaTtopHoe
000py1I0BaHUE:
CHCTEMHEBIN OJIOK,
MOHUTOD,
KJIaBUATypa,
MBIIIIb, POYTED,
KOMMYTAaTOp
YIIPABIISIEMBIH,
KOMMYTAaTOp
HEYIPaBIIIEMBbIH,

JlaGopatop
Has pa0orTa.
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https://www.intuit.ru/studies/courses/1/1/lecture/2
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TecTep
KaOeTbHBIH.

e HaGopsl
WHCTPYMEHTOB
(00XHUM, HOXK,
TecTep).

e Marepuanbl
(mpoBoa,
pPa3beMBl,
MaYyKOP/Ibl).

Monyis 7.
MopaenupoBaHue
KOMITbIOTEPHBIX
ceTen.

KomMOunupoBan
Has

Meton
MPOEKTOB.
Meton
MO3T'OBOT'O
mITypMa.
[IpobGnemHo-
ITOMCKOBBIM.

1. Onudep B., Omudep H. Komnbrotepubie
cetd. [IpHHIMIIBI, TEXHOJIOTHUH, TTPOTOKOJIHI.
Vyeonuk: Yueb. nocodue. — CIIb.: ITUTEP,
2016. — 992 c.

2.Tonosun 0. A., CykoHmmkos A. A.,

Sxosnes C. A. Undopmarnmonnsie cetu. — M.:

Axanemus, 2011. — 375 c.

eHoyTOyku ¢
MBIIIIKOWA 1
JIOCTYIIOM K CETH
HNuTepHeT.

e[ [pe3eHTalMoOHH
oe o0opy10BaHUE.

e JlaGopaTopHoe
06opyioBaHUE:
CHUCTEMHEIN OJIOK,
MOHUTOD,
KJIaBUaTypa,
MBIIIIb, POYTEP,
KOMMYTaTOp
YIIPaBIISIEMBIH,
KOMMYTaTOp
HEYTPABIISIEMbIH,
TecTep
KaOebHBIH.

3ammra
MPOEKTA.
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e HaGopsl
WHCTPYMEHTOB
(00XuM, HOXK,
TecTep).

e Marepuaibl
(mpoBoja,
pa3beMBl,
MAYKOP/IbI)
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